AARON D. FORD

Attorney General

JESSICA L. ADAIR
Chief of Staff

RACHEL J. ANDERSON

General Counsel

CAROLINE BATEMAN

First Assistant Attorney General

CHRISTINE JONES BRADY
Second Assistant Attorney General STATE OF NEVADA HEIDI PARRY STERN

Solicitor General
OFFICE OF THE ATTORNEY GENERAL

100 North Carson Street
Carson City, Nevada 89701

TECHNOLOGICAL CRIME ADVISORY BOARD

NOTICE OF PUBLIC MEETING AND REVISED AGENDA

March 26,2019 — 10:00 a.m.
Video Conferenced Between:

Attorney General’s Office Attorney General’s Office
Mock Courtroom Sawyer Building, Room 3315
100 N. Carson Street 555 E. Washington Avenue
Carson City, Nevada Las Vegas, Nevada

Please Note: The Technological Crime Advisory Board may: 1) take agenda items out of order;
2) combine two or more items for consideration; or 3) remove an item from the agenda or delay
discussion related to an item at any time. Reasonable efforts will be made to assist and
accommodate physically handicapped persons, who wish to attend this meeting. Please contact
Kyle E. N. George, Special Assistant Attorney General, at (702) 486-3396 or kgeorge(@ag.nv.gov
in advance, so that arrangements can be made.

1. Call to Order and Roll Call.

2. Public Comment.
Public comment shall be limited to three (3) minutes per person. Action may not be taken on any
matter brought up under this agenda item, until scheduled on the agenda of a future meeting
for possible action.

3. Welcome and self-introduction of Technological Crime Advisory Board members.
(Discussion only). Aaron Ford, Nevada Attorney General.

4. Approval of minutes of December 5, 2018 meeting. (For possible action). (Attachment
One (1) — Minutes from December 5, 2018 Meeting).

5. Appointment of Kyle George as new Technological Crime Advisory Board Executive
Director. (For possible action).

6. Presentation on proposal to create Regional Cyber Forensics Lab. (Discussion only).
The RCFL concept is envisioned to be a single resource for all Nevada law enforcement
agencies to obtain digital forensic support for on-going criminal investigations. The RCFL
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would ideally be staffed with trained computer forensic examiners provided by participating
Nevada law enforcement agencies to support agencies statewide upon request.
Craig A. Porter, Special Agent, Federal Bureau of Investigation. (Attachment Two (2)).

7. Presentation on Business Email Compromise. (Discussion only).
Business email compromise is an emerging threat to businesses where hackers obtain access
to mail servers, locate previously paid invoices on the servers, then generate false invoices
based on those. Businesses may pay these invoices, believing them to be generated from
known and/or approved vendors.
Craig A. Porter, Special Agent, Federal Bureau of Investigation. (Attachment Three (3)).

8. Presentation on Cyberstalking. (Discussion only).
Cyberstalking is a growing national threat that is also on the rise in Nevada. This threat is
perpetrated by someone intending to threaten, harm, or intimidate another person through the
use of email, social media, and other digital devices. These threats are dangerous to public
safety to the extent that victims could be physically harmed by known or unknown persons
who have a real or perceived interest in a specific victim.
Craig A. Porter, Special Agent, Federal Bureau of Investigation. (Attachment Four (4)).

9. Public Comment.
Public comment shall be limited to three (3) minutes per person. Action may not be taken
on any matter brought up under this agenda item, until scheduled on the agenda of a
future meeting for possible action.

10. Adjournment (For possible action).

In accordance with NRS 241.020, this agenda was posted on or before March 14, 2019 online at:
http://ag.nv.gov/About/Administration/Tech_Crime/2015_Mtgs/Tech Crime_Meetings 2015/
and at the following locations:

e Office of the Attorney General, 100 N. Carson Street, Carson City, NV 89701

e Office of the Attorney General, 5450 Kietzke Lane, Suite 202, Reno, NV 89511

e Office of the Attorney General, Grant Sawyer Building, 555 E. Washington Ave., Las
Vegas, NV §9101

e Legislative Building, 401 N. Carson Street, Carson City, NV 89701

e (Capitol Building, 101 N. Carson Street, Carson City, NV 89701

e Nevada State Library, 100 N. Stewart Street, Carson City, NV 89701

Meeting materials may be requested from Kyle E. N. George, Special Assistant Attorney
General, at (702) 486-3396 or kgeorge@ag.nv.gov in, and obtained from the Office of the
Attorney General at any of the first three (3) locations listed above.




